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Here are your bridge relays: 

bridge 94 .£52 .220. 6S : 443 

bridge 76.126.83,193:443 
bridge 209,55.222.108:9001 

Bndge relays (or "bridges" for short) are Tor relays that aren't listed in the main directory. Since there is no 
complete public list of them, even if your ISP is filtering connections to all the known Tor relays, they probably 

won't bo able- to block ail the bridges. 

To use the above lines, go to Vidalia's Network settings page, and cficfe M My (SP blocks connections to the Tor 
network". Then add each bridge address one at a time. 



! 



Configuring more than one bridge address will make your Tor connection more stable, in case some of the 
bridges become unreachable. 

Another way to find public bridge addresses is to send mail to bridges@torproject.org with the line "get 
bndges" by itself in the body of the mail. However, so we can make it harder for an attacker to learn lots of 
bridge addresses, you must send this request from an email address at one of the following domains: 

* gmail.com 

* yahoo corn 
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Here are your bridge relays: 

bridge 94 . 222 . 55 . 2 39 : 4 43 ^ 
bridge 77.10.200.234:443 
bridge 39.74.137.66:443 
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3 I use a proxy to access the Internet 
H My firewall only lets me connect to certain ports 
My ISP blocks connections to the Tor network 




3 14 c> 



28/09/1432 08:34 f 



a^LuiVI r_j^ a^jj^i CjUjilLa - dA_ij£j j L_u]Luji CjI^jlj^]! qc c'\^\\\ 



https://18Q.235.15Q.135/-shamikfa/vb/showthread.php ?p=1058634336#postl058634336 



y* Setting 5 




T h ■ © 



Sharing Services Appearance Advanced Help 



U I use a prosy to access the Internet 
J My firewall only lets me connect to certain ports 
F71 My ISP blocks connections to the Tor network 
Bridge Settings 

Add a Bridge: 



j ,£ ii» ^jjji u* j^h (6 




x' Settings 




£f\i 



#*• 



Sharing Services Appearance Advanced Help 



H I use a proxy to access the Internet 
H My firewall only lets me connect to certain ports 
[Vl My ISP blocks connections to the Tor network 
Bridge Settings 

Add a Bridge: 



94.222.55.239:443 






How can I find bridges P 



OK 



Cancel 



1^1 £g I 





OK 



Cancel 



4 14 c> 



28/09/1432 08:34 f 



a^LuiVI r_j^ a^jj^i CjUjilLa - dA_ij£j j L_u]Luji CjI^jlj^]! qc c'\^\\\ 



https://180.235.150.135/~shamikh/vb/showthread.php?p=1058634336#postl058634336 



/ Settings 



(s) £3 



General 



& 



Network 



Sharing Services Appearance Advanced 



Help 



]] I use a proxy to access the Internet 
H My firewall only lets me connect to certain ports 
f7\ My ISP blocks connections to the Tor network 
Bridge Settings 

Add a Bridge: 



94.222.55.239:443 



g^ Jj iauil ^^1^8) 



B 



How can I find bridges? 



OK 



Cancel 



/ Settings 



L5. 



\b\ 



\& 



General 



Network 



• •♦ 



4TV 



Sharing Services Appearance Advanced 



Help 



3 I use a proxy to access the Internet 
H My firewall only lets me connect to certain ports 
[Vl My ISP blocks connections to the Tor network 
Bridge Settings 

Add a Bridge: 



94.222.55.239:443 
77.10.200.234:443 
39.74.187.66:443 




UJU^t 


Juki 


3 











a 



How can I find bridges? 1 



rift — e 



OK 



Cancel 



5 14 c> 



28/09/1432 08:34 f 



a^LuiVI r_j^ a^jj^i CjUjilLa - dA_ij£j j L_u]Luji CjI^jlj^]! qc c'\^\\\ 



https://18Q.235.15Q.135/-shamikfa/vb/showthread.php ?p=1058634336#postl058634336 



Vidalia Control Panel 




New Identity 

All subsequent ci 
than your old coi 



^j£< MoziIJa Firefox 



File Edit View History Bookmarks Tools Help 

gr~- e x a C 



torproject.orq 



http s://b ridg es.to rp roj ect. o rg/ 



P Most Visited _ Learn more about Tor _ __ TheTorBlog 



https^/brSdg es.torproject.org/ X [Untitled) 



Here are your bridge relays: 

bridge 189.59.128.242:443'* 
bridge 188.126.203.201:443 
bridge 109.74.194.55: 900H 
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** random proxy*** 
Free-proxy, me (US, 
surfmo.com (US, Clype) 
open-browser, com (US, Clype) 
hldesurFs.com (US, Clype) 
proxiFyxom (US, CGI Proxy, SSL) 
proxeasy.com (US, ASP.NET) 
bypassy.com (US P Clype, SSL) 
totalnetprivacy.com (US, ASP.NET) 
open-surFxom (US, Clype) 
FreesurFproxy.org (US, Clype) 
sweetdreamsaremadeoFthese info (US, Clype) 
whenthecowscomehome.lnfo (US, Glype) 
vlrtual-browser.com (US, CGI Proxy, SSL) 
yourmomentoFzen.net (US, Glype) 
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Bridge relays (or "bridges" for short) are Tor relays that aren't 

listed 

in the main directory. Since there is no complete public list of them, 

even if your ISP is filtering connections to all the known Tor relays, 

they probably won't be able to block all the bridges. 

To use the above lines, go to Vidalia ' s Network settings page, and 



£Aiuj.i]| <> JJ£ J& (J3^ iS^ jAbll *£Ji J& ^Iaj^VI jJaluuj j 



(J±A 

yahoo.com 
yahoo.nl 
yahoo.it 



14 c> 



28/09/1432 08:34 f 



a^LuiVI r_j^ a^jj^i CjUjilLa - dA_ij£j j L_u]Luji CjI^jlj^]! qc c'\^\\\ 



https://18Q.235.15Q.135/-shamikfa/vb/showthread.php ?p=1058634336#postl058634336 



^ijlyUll dJA JI& Qj*A\ *J\ 



Jl #2 



2,348 : ol^LiuoJI 



google J& Jj^t j* 4^ ^ J* ^u^j^t <> ^^' ^^' j 
yahoo. isocode 

4JU21 4^4<nti <> 4Jjii] JSOCOde {J& Jj'^t ^iKimm j 







:*S 




http://en. 


wikipedia.orq/wiki/ISO 


3166-1 



AJaaiL 



In v <j$k J***! j it m i^k <U*i\ 



• •»•>•♦ ♦ ♦ •» 



ywl lldI 



4 4JU 



AJui jj^i cji^jjjJt ^ d^ait J*^ torrc order f ^* n u j^ ^^ 

SjjI^I ^ja^ ^laaJt Jjjt ^ 

torrC <-^ (^! J^tj^t difc 4iL2at Jjjla ££ tiSJj j 

:^ 



strictexitnodes 1 
exitnodes {isocodes} , {ISOCODES} 



4JUJI £±*al\ <> isOCOdeS Jl i>*J J& J>^l Jjjla ^ d]j j 



:** 



http://en.wikipedia.org/wiki/ISO 3166-1 



AAUl\ 4*\h*n\\ (jfe J^^j j jj^ J*A* J 



:** 



https://bridqes.torproject.org/ 



CjIaJjjJ) dJA ^k' J<«*r\j^ 



OJ0I9 cicLuj AJuO I 



/>\lc\U />\Luu\JI iz*^ <M^ S5VS ^_JLb 



This image has been resized. Click this bar to view the full image. The original image is sized 800x410 



... 



10 14 c> 



28/09/1432 08:34 f 



a^LuiVI r_j^ a^jj^i CjUjilLa - dA_ij£j j L_u]Luji CjI^jlj^]! qc c'\^\\\ 



https://18Q.235.15Q.135/-shamikfa/vb/showthread.php ?p=1058634336#postl058634336 



Here are your bridge relays! 

bridge 94 .252 .220. &S;413 
bridge 78*128 -S3. 133 {413 
bridge 209, 59 .222 . 106 : 900 1 

Bridge relays for "bridges" for short) are Tor relays that aren't listed in the main directory. Srnce there is no 
complete public list of them, even if your ISP is filtering connections to all the known Tor relays, itiey probably 
won't be able to block ail the bridges. 

To use the above lines, goto Vidalia's Network settings page, and click "My ISP blocks connections to the Tor 
network". Then add each bridge address one at a time 

Configuring more than one bridge address will make your Tor connection more stable, in case some of the 
bridges become unreachable. 

Another way to find public bridge addresses is to send mail to bridges@forproject.org with the line "get 
bndges" by itself in the body of the mail. Hcwever, so we can make it harder for an attacker to learn lots of 
bndge addresses, you must send this request from an ernaif address at one of the following domains: 

* gmail.com 

• yahoo com 

* m\+ nHi i 
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Here are your bridge relays: 

bridge 189.59.128.242:443 
bridge 188.126.203.201:443 
bridge 109.74.194.55: 9GGH 
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Tor vO.2.1.30. This is experimental software. Do not rely on it for strong anonymity. (Fi un- 
initialized libevent version 1.4.14-stable using method Win32. Good. 
Opening Socks listener on 1 27.0.0.1 :9050 
Opening Control listener on 1 27.0.0.1 :9051 
Parsing GEOIP file. 

OpenSSL OpenSSL 0.9.3p 1 6 Nov 201 looks like version 0.9.3m or later; I will try 39... 
We now have enough directory information to build circuits. 
Bootstrapped 30%: Connecting to the Tor ne twork. 
Nn appnifjprl pvir mi^ra appnn fn be running, and StrictExitNodes is set| can't choose a.. 

| failed to choose an exit server] * ',' 

No specified exit routers seem to be running, and StrictExitNodes is set: can't choose a.. 

failed to choose an exit server 

No specified exit routers seem to be running, and 3trictExitNodes is set: can't choose a.. 

failed to choose an exit server 

No specified exit routers seem to be running, and StrictExitNodes is set: can't choose a.. 

failed to choose an exit server 

No specified exit routers seem to be running, and StrictExitNodes is set: can't choose a.. 

failed to choose an exit server 

No specified exit routers seem to be running, and 9trictExitNodes is set: can't choose a.. 

failed to choose an exit server 

No specified exit routers seem to be running, and 9trictExitNodes is set: can't choose a.. 

failed to choose an exit server 

No specified exit routers seem to be running, and 9trictExitNodes is set: can't choose a.. 

failed to choose an exit server 

No specified exit routers seem to be running, and 9trictExitNodes is set: can't choose a.. 
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No specified exit routers seem to be running, and 9trictExitNodes is set: can't choose a.. 
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